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Citrix Access Gateway Server SSL Certificate Installation Steps:

1. Copy and paste the Server Certificate (including the BEGIN and END tags) into a text
editor such as Notepad and save it with a .crt extension.

{C server.txt - Notepad
File

Edit

————— BEGIN CERTIFIC
MIIEODCCA7I QAWIBAQ
BRMCVVMXF § AUBGNVEA Savein: | (2 Desktop vl @ 2 @
bnRydxXNOLM5 1dC9yca
MEOGALUEC XMWKGMPID - 3y Documents
cnvzdCBDZX10awzpy2 (3 Y My C N
ODQXMZVaFwOXMT A2MT, - WLy
EwdPbnrRhcm1vMQ8wDQ My Recent .QMV Network Places
GTAXBONVBASTEENLCS Documents
dXNOLMNYBTCCASIWDO) —
¥1Idag8s0lDwlgD,/Pmy =
mMfdnb,/8S01N1TNMQoE 8
kp+tnyK3FFIGYhiwg7?
+IMC7Zz0CWHTUPTM4 I3
i9HygafwdwfG7FDZs i
x8leeq]jBd8eLcfovkél .
DWQEAWI FDDAngN\{HS %
BCwwK]A00CagIIY1aHy :
bDAZBOYrBgEFBQCBAQY My Documents
dHI1c3QubmvOMEAGAL
AQEWGMhOdHAGLYS93d3
gdkG+EKPATN3I7hR6E7h el
GB1LHCzAJBgNVHRMEA]
LA4TFsUwpMTROUGY L /|
1RwlwHKjtc51GThiPO
KsTmExCTVE7 1CxdTA+

e7MLNBGRO3EUST /uvm - )

hpzROMOEpPPhPGG 1M3S g File name: Iserver.crt VVI | Save I
gcCSXlSRIECtEguij ‘

_____ END CERTIFICAT My Network Save as type: |TextDocuments [*txt) VI [ Cancel ]

ey
View

Format

My Computer

Encoding: IANSI V,I

2. From the Access Gateway Administration Tool, select the Access Gateway Cluster tab
and then open the window for the Access Gateway.
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3. Under the Administration tab, click Browse next to Upload a .crt signed certificate.

Action ]
B Statistics | of Uicensing | TFl0ste | 7 Centificate Sigring Request. | ] Advenced Options. | Q] Net Tooks. | Cerix Recatver
8 General Networking | @ Nome Service Providers | <3 Routes | 3 Fodover Servers | ¥ Logging/Settings | 2 Administraion
© Access managemant
(7] Enstie externel sdmiistrationt | Apply Chenge |
[l asow v trattc | Apply Change |
 Secure cestificate mansgemant
Mansge trusted roct certiicates | Manage |
Upload » crt signed certficate | Browse... ﬂ
Upload a pem private key and signed cartificats [;l Browse.. |
Manage chent certificates Manage J
Upgrade and configuration managamernt
Save the curert configuration | Save Configuration
Upicad an upgrade ce saved configuration [ Browse... I
nbsize the appdance | nesize |

4. Browse to your Server Certificate file saved in Step 1 and click Open.
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5. You should see a dialog box indicating the certificate upgrade was successful. Click OK.

Action
8 Sttistcs | Lcensing | [1Date | 7. Certificate Signing Request | Q) Advenced Options | ) Net Tooks | Clitx Receiver..
| Genersi Networking |63 Name Service Providers < Routes | (3 Fadover Servers | (¥ LoggingsSettings | 51 Administretion

[2] Enaie external administration | Apgly Change |

[7] atow Kwe trattic | Apply Change J

_f ) Cotficate Upgrade Successtul |

This gatewsy must be restarted in order for the new certificate to be used. :]

s To restart this gateway, prass the “Restart” button below.
~Upgrace and CONNguUr B g .
Upload an upgrade or saved configuration [ Browse.., I
© Accass Gatewsy management
ntisize the applance | intisize )
Restart the applance | Restart |
St down the spplance | Shut down |

6. Under the Administration tab, click Restart next to Restart the appliance.
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7. You should see a dialog box confirming the request. Click Restart to restart the gateway.

W

Action
lim Jmu I'lml ~ Certticate Snng Request lawm @mxmmm.i
\ amuuaumm 3 Naeme Service Providers | <& Routes | (3 Fadover Servers | Eﬂmm ) Admiristration
~ Access management
[¥] Asow v ratic | Appiy Change |
~Secure cadificate management
Manage frusted root certificates Manage
. = Browse.. |
— ]
 Upgrade and configuration management
Save the current configurstion | Save Configuration |
Upload an upgrade or saved configuration [ EBrowse... J
:mmm
[ indisize the spplance | rdiokze ]
Restart the appbance | Restart |
Shat down the spplance | Shat down J




