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Generate A CSR On Edge Server with Microsoft Lync 2013 Server:

Note:

e |If you require an SSL certificate to secure a domain hosted in an Edge Server, you must

first generate a Certificate Signing Request (CSR).

e Do not use commas in any of the fields when creating your Certificate Signing Request
(CSR). Commas are interpreted as the end of the field and will cause an invalid CSR to be

generated.

e Do not use any of the following characters in the Web server Distinguished Name: | @ # $

%A*()~?><&/\

Steps To Generate A New CSR:

1. Start > All Programs > Microsoft Lync Server 2010 > Lync Server Deployment Wizard

& Internet Explorer (64-bit)
(& Internet Explorer
& Windows Update
, Accessories
) Administrative Tools
| Maintenance

i ft | ync Server 2010
[@ Lync Server Deployment Wizard

Administrator

Documents

i@ Lync Server Logging Tool

.. Microsoft SQL Server 2008
. Startup

(& Lync Server Management Shell

Computer

Network

4 Back

Control Panel

Devices and Printers

Administrative Tools >

Help and Support

Run...

I Search programs and files

@ Log off DI

..............
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2. Select Install or Update Lync Server System

|
(£

ﬁ; Lync Server 2010 - Deployment Wizard

Lync Server 2010
* Welcome to Lync Server deployment.
.
Deploy 2
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schem, forest, and domain for Lync Server, Prepares a single Standard Edition server to host
Help » Central Management Service,

Note: This task requires local administrator rights.
This task does not apply to Standard Edition

Servers that are not planned to host the Central
Install or Update Lync Server System Mancgement Service? orfordeployments that
ent member ysten. incude Enterprise Editon,

This option installs Lync Server core components, 2nd a local replica

configuration store. Install Topology Builder

Note: Before installing a server, you need to have a valid topology created and  Ingtall the Topology Builder and Administrative

published, Tools to the current system.

Help » Your deployment requires at least one installation
of the Topology Builder,

Deploy Monitoring Server Reports
Deploy Manitoring Server Reports to selected SQL
Server Reporting Services (S5RS) instances.

First Run Videos
Click to view getting started videos.

Documentation

Click to view the latest Lync Server
documentation online for deployment, planning,
and operations.

Tools and Resources
Click to access tooks and other resources onling to
help manage your Lync Server deployment.

Read the privacy statement online
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3. Click Run button on step 3 Request, Install or Assign Certificates

f;} Lync Server 2010 - Deployment Wizard s 5]
\r Lync Server 2010
* Welcome to Lync Server deployment.
- _Ek_
Deploy > Lync Server 2010 z
-

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.
Prerequisites »
Help » +/ Complete Run

Step 2: Setup or Remove Lync Server Components
Instzll and activate, or deactivate and uninstall Lync Server Components based on the topology definition.

Prerequisites »
__mn |

Help »

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for this
system based on the topology definition.

Prerequisites »
Help »

i

Step 4: Start Services
Initiates a start request for all Lync Server services.
Note: This step doss not verify that the services have actually started. To do so, launch the Services MMC tool through the
"Service Status” step in the Deployment UL

Not Available: Not all certificate usages have been assigned.

Prerequisites »
Help » —]Run
Service Status (Optional)

Starts the Services MMC tool, which displays the status of all Lync Server services.

Le
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4. Select External Edge Certificate and click Request button

B Certificate Wizard ) X

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certficate usage tasks.

Cenicte | swus | Fedydeme | EpisonDat
v Edge intemal Unassigned

n Extemal Edge certficate (public intemet)  Unassigned

Remove

el

View

{ |l

Help | Refresh |lmportCerﬂﬁcate| Pracess Pending Certificates

u
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5. On certificate request window click next

& Certificate Request
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6. Make sure the selection option is on Prepare the request now, but send it later. Click

Next.
& Lync Server 2010 - Deployment Wizard i x|
Lync Server 2010
* Welcome to Lync Server deployment.
Deploy e
Prepare Active Directory Prepare first Standard Edition server

Prepares the Active Directory schema, forest, and domain for Lync Server,
Help »

Install or Update Lync Server System
ent member system.

This option installs Lync Server core components, and a local replica
configuration store,

Note: Before installing a server, you need to have a valid topology created and
published.

Help »

Prepares a single Standard Edition server to host
Central Management Service.

Note: This task requires local administrator rights.
This task does not apply to Standard Edition
Servers that are not planned to host the Central
Management Service, or for deployments that
include Enterprise Edition.

Install Topology Builder

Installs the Topology Builder and Administrative
Tools to the current system.

Your deployment requires at least one installation
of the Topology Builder.

Deploy Monitoring Server Reports
Deploy Monitoring Server Reports to selected SQL
Server Reporting Services (S5RS) instances.

First Run Videos
Click to view getting started videos.

Documentation

Click to view the latest Lync Server
documentation online for deployment, planning,
and operations.

Tools and Resources
Click to access tools and other resources online to
help manage your Lync Server deployment.

Read the privacy statement online
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7. Give the name and place the location where you want to save your certificate signing
request file. E.g.: c:\csr.txt

& Certificate Request

@ Certificate Request File
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8. Click Next button on Specify Alternate Certificate Template window.

2 Certificate Request

m Specify Alternate Certificate Template
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9. On Name and Security Settings window, enter your Friendly Name. e.g.: My Edge Server
and make sure the bit length is 2048. Click Next to continue.

& Certificate Request : _ o
Lé) Name and Security Settings

Type 2 name for the new certificate. The name should be easy for you to refer to and remember.

Note: The friendly name should not be confused with the Subject Name which will be determined automatically
based on the certificate’s usages on this machine.

| I My [Edge Server

Bit length:
[ 2048 =l

[V Mark the certificate's private key as exportable

Note: If there are multiple machines in the edge cluster you must obtain an exportable certificate and install the
same certificate on all the machines in the cluster

Help | Back

[ wext || cance |
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10. On Organization information window, type in your Organization and Organization Unit
then click Next

I& Certificate Request

Organization Information
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11. On Geographical Information, please enter your Country, State and City. Click next to
continue.

I Certificate Request

m Geographical Information
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12. On Subject Name/Subject Alternate Name window, all the subject alternate names will
auto populate. Click next to continue.

& Certificate Reguest

m Subject Name / Subject Alternate Names
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13. On SIP Domain Setting on Subject Alternate Names window, make sure the check box on
sip domain being checked. Click next to continue.

F} Certificate Request 2 -E-l

Lé SIP Domain setting on Subject Alternate Names (SANs)

If your deployment meets any of the following conditions, you may need additional SANs for each configured SIP
domain:
© Your deployment uses automatic sign-in without DNS SRV configuration

© Your deployment performs strict domain matching
e Your deployment includes devices that run Lync Phone Edition

Configured SIP domains
V' entrustlocal I

Select one or more SIP domains for which a sip.<sipdomain entry is to be added to the SAN list.

Heb | Back [ mwex ]| cancel
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14. On Configure Additional Subject Alternate Names window, you can add any additional

SAN if needed and click next to continue

I Certificate Request

L& Configure Additional Subject Alternate Names

Specify any additional Subject Alternate Names (SANs) to be added to the existing list of SANs.

Ad

Remove

Clear All

413
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15. On Certificate Request Summary, please review and click next to continue.

T T 7T
—

I& Certificate Request

L% Certificate Request Summary

To generate a request with the following information, click Next

Help|

Back

Property | Value l E]
EXDOftable True
Organization Entrust Inc.
Organizational
Unit ECS Dept
?;l\?;ed i sip.entrust.com
Subject Alternate
Names (SANs) sip.entrust.com
webconf.entrust.com
sip.entrust.local
CA Account
Template i
File Name Ci\csr.ixt <
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16. Click next on the Executing Command window.

e e o I

r} Certificate Request

‘% Executing Commands

CICSI.OE -L0uNTy LA -SEate UNtano -uity Utawa -rhendlyname My tage Server -Reysize 2050 -
PrivateKeyExportable $True -Organization "Entrust Inc.” -OU "ECS Dept " -DomainName "sip.entrust.local” -
Verbose -Report "C:\Users\Administrator\AppData\Local\Temp\Request-C5Certificate-[2011_05_30]
[13_01_42].html"

Creating new log file "C:\Users\Administrator\AppData\Local\Temp\Request-CSCertificate-c551e303-
ef78-4f54-ba71-ca19dfecs758.xml".

Create a certificate request basaed on Lync Server configuration for this computer.

Offline request generated for use "AccessEdgeExternal, DataEdgeExternal AudioVideoAuthentication”.

No changes were made to the Central Management Store.

Creating new log file "C:\Users\Administrator\AppDatz\Local\Temp\Request-CSCertificate-[2011_05_30]
[13_01_42].htmi".

"Request-CSCertificate” processing has completed successfully.

Detailed results can be found at "C:\Users\Administrator\AppData\Local\Temp\Request-CSCertificate-
[2011_05_30]{13_01_42].html".

Task status: Completed.

|Request Certificate > ViewLog

Hep | Back | met || conce |

L
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17. Click on the View button to open the CSR file and click Finish button to close the
Certificate Request File window. You can also find the file on the allocated folder.

¥& Certificate Request
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18. Copy the entries of CSR file and paste it to the online order screen on Entrust website or
CMS.

B csr - Notepad i =101 x|
File Edit Format View Help
| ----- BEGIN NEW CERTIFICATE REQUEST----- z|

MIIECjCCAloCAQAwdJELMAKGATUEBhMCQOEXEDAOBGNVBAGMBO9udGFyaw8XEDAO
BGNVBACMBO90dGF 3YSAXFTATBGNVBAOMDEVUdHI1c3QgSw5 jL jESMBAGALUECWW]
RUNTIERTCHQQMRgwFgYDVQQDDA9ZzaxXAuZw50cnvzdC5]b20wggEiMAOGCSQGSIb3
DQEBAQUAA4IBDwAwggEKAOIBAQChg6LGRnKOZDOPd8+metVYQR4nF8H+YaMwaL
54RFWgAdPMONVgNAWMUP8YNCB+s8dfGKIav17PMQIZ3j5hzwfKcPur5s3Gtc+pso
ZHO/1v+G7Be/J1S6TvAAKWBLLOKYGjqc4 7bFtwL6Zr 6+rwwPd941RIOtPOL3yp974
ubewdxmbfhHzffo/2CuvCbnw4dntCVkZT1I5HHGNZOvwO /7RT7Ch98TZP1mZaMtEZ
9tywSE /+gUCDKA763kdLq101fs18C8+CEWFNVBIUEKdekItt/jw5+Tq26cuUxhiwg
uXoSQV6EOCYQcL dwafyMmmQfwzZKMNQ4 2v1 JUAF x4 80L0g8pF 7 AQMBAAGYQQGIMBOG
Ci5GAQQBQjCNAGMXDBYKN14 XL jC2MDEUMjBWBgKr BQEEAYI3FRQXSTBHAQEFDBPM
WUSDTEFCMUVEROUUZWS50cnvzdC5sb2NhbAwaTF 10Q0XxBQjFFREAFXEFkbwluaxNO
cmFOb3IMCKRTcGxves5TeGUWCgYKKWYBBAGCNWOCAJFKMGICAQE eWgBNAGKAYWBY
AGBACWBVAGYAdAAQAF IAUWBBACAAUWBDAGQAYQBUAG4 AZQBSACAAQWBYAHKACABOD
AGBAZWBYAGEACABOAGKAYWAQAFAACGBVAHYAaQBKAGUACGMBADCBYQYJKoZIhvcN
AQKOMYG8BMIGS5MA4GALUdDWEB /WQEAWIESDBCBGNVHREEOZASghFZzaXAuzZzw50cnvz
dCc5sb2NhbIIPc2TwLmvudHI1c3QuYyY29tghN3zZwljb25mLmvudHI1c3QuY29tMAWG
ALUJEWEB/WQCMAAWIQY JKWYBBAGCNXQCBBQeEgBXAGUAYgBTAGUACGB2AGUAC JAT
BGNVHSUEDDAKBgQr BgEFBQCDATAABGNVHQ4EFgQUKD T xfdwNtfIuzajuf89pP8irs
jqswDQYIK0oZIhvCNAQEFBQADQQEBABI 1DeG8C1GYfnvoBHKE6W830NhjdMTaPIjvd
vgjf88pp2g/dsTyMthGezwzmQYPIgjOK1vrQlldx5STpEaSwaw7kqGHYWGMMSTLYysS
dwTl/IDwfP12MgBRZFA4HHVbH7 th+ChwQI8iVWPAYISGSgAa200ieo7 imuzOL1Lt
NKpRVNhRAA9Zi1ET22IYMXRLbDI/3/67Hb2cqQkt8Crn8bGzZznu04013IfYOH4BABPC
56UDdDa0zIBCcwWaeckKA0g6Zausic90IjrxseplYF21nI74gr9QzanzkIM3T80gzRN
ZVNrBjwsJcqt aIFRMEWHOXNQX2R9IEegdkyx0br cMvvoXbLOEUA=

----- END NEW CERTIFICATE REQUEST-----






