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SAP-PI SERVER CSR Generation Procedure:

1. Open NetWeaver Administrator (http://<FQDN>:5<XX>00/nwa)

) L9 Ul rwer Sni b a1 oo bt | e

v I g Tpoiw Tes 1 :
Qo - O - (x] 3] G| Jowe Sitote @[30 - | K9 i
Aghees | ) B E

Welcorme L2T_ADMEN, d
T BN S i S i

Search

Sowtateny Lo o i 2 CONTG  V Frogeen » SOA )

Eosoerce Moritoning

8O .ummuu B O wosunm oot

Qm e 0 ABLS Systend ad showd Bghrny detals e Dede oBn WL 8 LY Tendil 10 COMPAre Wl COND ST 1o s, Pl iy Evahsste Tuh UIg Oraphecel Chat)
Mwwh - 10 8 Specric ABAP Sysien or M CONTeOIont Dabied 11t Ghaginy CApRCEY PRVN), FEEOUCS CONMUREBON, M errir Sabaticd Evahumton e per
N Dekong 10 @ SeCC Jwvn EE Chaster Node. nmnm-mmwmunwwmmmmm

PRI, COMEUNEnts, arxd Lner SCIVBeS Daced On T Jrvs

< Ll (MAFM) A KON AN Browe ity 8061 & 1ok OF CLrTanily DrOCessd Neauesls we proviond wi wel

Uising Locks shug-n you O wondor ol manags of ks, Crested on 3 mordred Javs EE system

Ia Mnmmmmcomwmu|mvmmwuwm

Mwmaml Caredd mordnng of 08 Can el yOu 10 predct and Kerity e o

OF HYThers (robion e pradetned (e pacivet ared rgit Mers 10 50000 UD N process of Qulerey
ran

2. Go to Configuration Management --> Certificates and Keys
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3. Select ICM_SSL_<ID> and you will find the default Private key and Certificate when SSL
has not yet been configured.
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4. Rename or delete the old/obsolete certificates.
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5. Create new Private Key (ssl-credentials) as shown in the below screenshots.
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Note: Certificate (ssl-credentials-cert) will be generated automatically when we choose ‘Store

Certificate’ in the above screenshot.
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e Country Name and Common Name (CN) are mandatory fields.
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6. Now you should be able to see Subject name and Issuer name as CN=<Fully qualified
ST=<State or Province>,

name>, L= <Locality Name>, O=<Organization Name>,
C=<Country Name>.

7. Select ssl-credentials and click on ‘Generate CSR Response’
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Key Size : 2048 bits
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8. Click Download and save the CSR certificate in text format with .csr extension and send

it to Certificate Authority for entrust certificates.
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